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Abstract Authenticated key agreements for telecare medi-
cine information systems provide patients, doctors, nurses
and health visitors with accessing medical information sys-
tems and getting remote services efficiently and conveniently
through an open network. In order to have higher security,
many authenticated key agreement schemes appended bio-
metric keys to realize identification except for using pass-
words and smartcards. Due to too many transmissions and
computational costs, these authenticated key agreement
schemes are inefficient in communication and computation.
This investigation develops two secure and efficient authenti-
cated key agreement schemes for telecare medicine informa-
tion systems by using biometric key and extended chaotic
maps. One scheme is synchronization-based, while the other
nonce-based. Compared to related approaches, the proposed
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schemes not only retain the same security properties with pre-
vious schemes, but also provide users with privacy protection
and have fewer transmissions and lower computational cost.

Keywords Telecare medicine information system -
Anonymity - Authentication - Biometric - Chaotic maps -
Key agreement - Privacy protection

Introduction

Authenticated key agreements for telecare medicine informa-
tion systems (TMIS) enable system users, including patients at
home and doctors at clinical centers or home health-care
(HHC) agency, to establish secure and authenticated channels
with an authentication server [1, 2]. Then these users can
efficiently and conveniently access remote telemedicine ser-
vices through an open network, as shown in Fig. 1. For exam-
ple, home care’s patients with chronic diseases can record
personal physiological signals at any time. These electronic
health records can be transmitted to the database server
through TMIS. Then doctors at clinical centers and HHC
agency rapidly obtain adequate medical information and
clearly understand the situations of patients’ home care by
using this information platform. It has great help for reducing
the probability of recurrence. Therefore, an authenticated key
agreement scheme for TMIS is required to provide efficiency
in communication and computation, entity authentication, data
confidentiality and privacy protection.

An authenticated key agreements scheme for TMIS com-
prises initialization, registration, login and authentication, and
password change phases. First, in the initialization phase, a
registration center sets up the authentication system and issues
secret information to authentication servers via a secure chan-
nel. Subsequently, in registration phase, a user registers his/her

@ Springer
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identifier, password and secret key to the registration center.
The registration center also generates secret information,
keeps this information in a smartcard, and issues the smartcard
to the user via a secure channel. Then, the login and the
authentication phase provides a legitimate user with
login request services, and provides mutual authentica-
tion with the authentication server and a legitimate user,
respectively. Finally, the password change phase pro-
vides that the smartcard identifies the user and updates
the user’s new password.

Traditional authenticated key agreement scheme use a
long-term secret stored in a smartcard and a weak password
for user authentication [3—10]. In order to provide more secu-
rity properties, many researches employed biometric key,
which are based on physiological and behavioral characteris-
tics of persons such as fingerprints, retinas, irises, faces, hand
geometry, and palmprints, etc., to develop remote user authen-
tication schemes since biometric keys are not easily lost or
forgotten; biometric keys are extremely hard to copy, share,
forge or distribute; and biometric keys are not easy to be
guessed and break [11-15]. Therefore, authentication schemes
which realize identification using passwords, smartcards and
biometric keys may increase security, and thus are suitable for
TMIS. Recently, Li and Hwang [13] in 2010 proposed an
efficient biometric-based remote authentication scheme using
smart cards. Das [14] in 2011 proposed an improvement
biometric-based scheme in order to overcome the security
flaws in the Li and Hwang’s scheme. Later, Lee and Hsu
[15] in 2013 showed that the Das’s scheme cannot resist the
privileged insider attack and the off-line password guessing
attack, and cannot provide users with anonymity. Lee and Hsu
also develop a secure biometric authenticated key agreement
scheme which used extended chaotic maps and synchronized

@ Springer

clocks. In 2013, Tan [16] proposed an efficient biometrics-
based authentication scheme for the TMIS and claimed their
scheme could withstand various attacks. Later, Yan et al. [17]
stated out that Tan’s scheme is vulnerable to the Denial-of-
Service attack, and also proposed an improved scheme as an
alternative. In addition, Awasthi and Srivastava [18] in 2013
developed an efficient biometric remote user authentication
scheme for TMIS by using chaotic one-way hash function
and bitwise XOR operations. However, Das and Goswami
[19] in 2014 showed that the Awasthi- Srivastava scheme
has several drawbacks, and proposed a novel and secure
biometric-based remote user authentication scheme to with-
stand the security flaw found in the Awasthi-Srivastava’s
scheme. Li et al. [20] in 2014 also stated that the Awasthi-
Srivastava scheme has several weaknesses in security, and
developed biometric authentication scheme for TMIS by
using modular exponential operations. It recently had been
showed that cryptography using chaotic map operations is
more efficient than cryptography using modular exponential
computations and scalar multiplications on an elliptic curve
[21-28]. Thus, these schemes in [15, 18, 19] using extended
chaotic maps was more efficient than related approaches using
modular exponential computations and scalar multiplications
on an elliptic curve.

In authentication schemes, two methods are generally used
for guaranteeing the freshness of messages and preventing
replaying attacks. One is based on clock-synchronized tech-
nique and called synchronization-based, while the other uses
nonces and challenge/response technique, and is called nonce-
based. In synchronization-based authentication schemes, the
communicating messages are permitted to contain the validat-
ing timestamps so that participants easily can provide authen-
tication and message freshness by using one transmitted
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message. Synchronization-based authentication schemes thus
require fewer communicating messages than nonce-based
authentication schemes. But, constructing synchronized
clocks in a network environment is a complicated work
[29-32]. Although the Lee and Hsu’s biometric authenti-
cated key agreement scheme is developed by using syn-
chronized clocks, their scheme is still inefficient in com-
munication due to the requirement of too many messages
in transmission.

This investigation presents two secure and efficient biomet-
ric authenticated key agreement schemes for TMIS, which are
one synchronization-based scheme and one nonce-based
scheme. The proposed schemes are developed by using ex-
tended chaotic maps and rescheduling the communicating
messages such that the participants can negotiate their com-
mon session key in early steps. Thus, the proposed schemes
not only retain the security properties of previous schemes, but
have fewer messages in transmission and lower computational
cost.

The remainder of this investigation is organized as follows.
The next section defines the notations and definitions used in
this paper. The subsequent section reviews the biometric au-
thenticated key agreement scheme of Lee and Hsu. The sec-
tion entitled, “Proposed biometric authenticated key agree-
ment schemes for TMIS”, presents the proposed biometric
synchronization-based and nonce-based authenticated key
agreement schemes using extended chaotic maps for TMIS.
The security and performance analyses are described in
“Security analyses” and “Performance analyses”. The final
section draws conclusions.

Preliminaries

This section first lists notations and definitions used in this
paper, and then briefly reviews the biometric-based authenti-
cated key agreement scheme of Lee and Hsu [15]. Assume
that R; is a registration center, C; is a user and S; is a remote
authentication server. Table 1 lists the notations used through-
out this work.

Definition

(1) Chebyshev Chaotic Maps [15, 21, 22]: The Chebyshev
polynomial 7,,(x) is a polynomial in x of degree n, de-
fined by the following relation:

T,(x)=cosnf, where x=cos®.
The recurrence relation of 7,,(x) is defined as:

To(x) = 2xT 1 (x) — Tya(x),

for any n > 2, with Ty(x)=1 and T(x)=x.

Table 1 Notation

ID; The identity of C;

PW; The password shared between C; and S;

B; The biometric template of C;

p A alarge prime number

Xs A random integer chosen by R;

s A random number chosen by R;

SPUB The public key of R;, where SPUB=T x, (s)modp

Re, Rs Two random integers selected by C; and S;, respectively
t,t' The time-stamp for i=1, 2, 3

At The predetermined legal time interval of transmission delay
h() A secure one-way hash function

) The exclusive-or (XOR) operation

A—B : M A sends message M to B through a common channel
MM, Message M; concatenates to message M,.

The Chebyshev polynomial satisfies the semi-group
property and thus satisfies:

T(Ts(x)) = Ty (x) = T5(T,(x)),

for s,reZ".

The Chebyshev polynomial also provides chaotic
property: When n > 1, Chebyshev polynomial map
T,:[-1,1]—[-1,1] of degree n is a chaotic map with
its invariant density

1) =1/(aVT=2),

for Lyaounov exponent Inn>0.

Zhang [33] in 2008 proved that the semi-group
property and the commutative under composition still
holds for the enhanced Chebyshev polynomials on in-
terval (—oo,+o0). That is,

T(x)=(2xT -1 (x) — T2 (x))modp,

where n > 2, xe(—o0,+0) and p is a large prime num-
ber. Then,

Tys (x)=T(T's(x))=T(T+(x) )modp

holds.

The enhanced Chebyshev polynomials have the ex-
tended chaotic maps-based discrete logarithm and com-
putational Diffie-Hellman problems [15, 33], which are
assumed to be hard to solve within polynomial time,
and described as follows.

(2) Extended Chaotic Maps-Based Discrete Logarithm
Problem (DLP): Given y, x and p, finding the integer »
such that y=T,(x)modp is computationally infeasible.
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(3) Extended Chaotic Maps-Based Computational Diffie-
Hellman Problem (CDHP): Given T,(x), Ty(x), T(-), x
and p, where 7, s > 2, xe(—o0,+0) and p is a large prime
number, calculating

T5(x)=T(Ts(x))=T(T\(x))modp

is computationally infeasible.

Review of the authenticated key agreement scheme
of Lee and Hsu

Lee and Hsu [15] in 2013 employed biometric authentication
and extended chaotic maps to develop an authenticated key
agreement scheme, which consists of initialization phase, reg-
istration phase, login and authentication phase, and password
change phase. First, in the initialization phase, a registration
center generates necessary random numbers s, a public infor-
mation SPUB, and the master secret key Xs. Next, in registra-
tion phase, a user registers his/her password PW;, identity ID;,
random number N and personal biometric B, to the registration
center. The registration center then computes secret information
from the user’s PW,, ID; and B;, and embeds this secret infor-
mation in the user’s smart card and sends it to the user via a
secure channel. Afterwards, a legitimate user inserts his/her
smartcard into the card reader, inputs his/her B; and PW;, and
sends out a service request. If the authentication server success-
fully verifies the request messages form the legitimate user,
then computes and sends out messages for authentication and
key agreement. Next, if the user successfully verifies the re-
sponses form the server, then computes and sends out messages
for key agreement. Finally, the user and the server can negotiate
a common session key and construct a secure and authenticated
channel by using this session key. The authenticated key agree-
ment scheme of Lee and Hsu works as follows.

Initialization phase

(1) The registration center R; randomly selects s and Xg.
(2) R; computes SPUB=T x(s)modp.

(3) R, keeps the master secret key Xi.

Registration phase

In the registration phase, the remote user C; performs the follow-
ing steps to register and become a new legal user in the system.

(1) The user C; inputs his/her password PW,, the identity ID;,
generates a random number N, and his/her personal
biometric B;. C; then computes f;=/(B;) and sends
{ID.f, h(PW{|B/IN)} to R; via a secure channel.
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(2) The registration center R; computes:
P=h(ID/{|Xs), r=h(PW|B||N)®f; and ¢;}=P;®r;.
Then R; embeds (ID;,h(+),e;,s,SPUB,p) in the user’s
smart card and sends it to C; via a secure channel.
(3) On receiving the smart card, C; computes BPW=B;®
h(PW;) and inserts N and BPW into the smart card.

Login and authentication phase

The login and authentication phase provides a legal user C;
and the server S; with realizing mutual authentication by
performing the following steps when C; accesses S;:

Step 1. C;—S;: m={NID,,M;, 0t}

(1) C;inserts his/her smart card into the card reader and
inputs his/her biometric template B; and password
PW,.

(2) The smart card computes B;=BPW& h(PW;) and ver-
ifies B;=?B;. If unsuccessful, the smart card rejects
the request.

(3) The smart card generates a random integer R and
computes:

fi=h(By), ’”;:h<PWi B;

N)@f,, P;. = e;®r,

M1 = TRC(s)modp, MQ = TRC(SPUB)modp,
NID,=ID;®h(M,||M>) and a=h(ID,||NID,||P;|
M,||M>]|t;), where ¢ is the current timestamp.
C; then sends m;={NID;, M;,c,t;} to S,

Step 2. S,—Ci: my={Ms,3,t,}

(1) S; verifies the validity of #; by checking whether
t'-t;<At holds or not, where ¢’ is the current
timestamp and Az denotes the predetermined legal
time interval of transmission delay. If unsuccessful,
S; rejects this service request.

(2) S; computes M, = Ty,(M;)modp, ID;=NID;®
h(M,||M>) and checks the validity of ID;.

(3) S; computes P''=h(ID;||Xs) and a'=h(ID;||NID,||P;
1M, Mo y).

(4) Then S; verifies whether a' equals to «. If a'#a, S;
stops the session; Otherwise, S; randomly chooses Rg
and computes M3=Tr (s)modp and B=h(ID;|P;||
M||M5||t>). Then, S; sends my={M, 3,1,} to C..

Step 3. C;—S;: my={v,t3}

(1) Upon receiving m,, C; checks #, by checking whether
t'—t, <At holds. If unsuccessful, C; aborts this request.

(2) Otherwise, C; computes [3'=h(ID||P;||M-||M;||t,)
and verifies whether 3'=?7. If unsuccessful, C;
stops the session.
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(3) Otherwise, C; computes M =T g.(M3)=T g.ry(S)
modp and y=h(ID;||P}|M>||Ma||t;). C; then sends
ms= {77 t3} to Si'

Step 4.

(1) Finally, upon receiving mj, S; verifies the validity of
t3 by checking whether #'—#,<Af holds or not. If
unsuccessful, S; rejects this service request;

(2) Otherwise, S; computes M, =Tr (M )=T sz, (s)
modp and y=h(ID;||P;||M>||M4||t;) and checks
whether ~'=?+.

(3) Ify'=~holds, S;accepts this service request. Then C;
and S; can use the common session key M, (= M,) to
communicate by using a symmetric cryptosystem.

Since M/QETXS (Ml)ETXS(TRC (S))ETRC (TXS(S))E
Tr.(SPUB)=Mymodp, where SPUB=Ty (s)modp, M=
Tr.(s)modp, Mo=Tg.(SPUB)modp, S; can successfully au-
thenticate C;. Additionally, since M, =Tg.(M3)=Tg g (s)=
Trere (8)=T Ry (M1)=M ymodp, where M 3=Tr (s) modp, thus
C; and S; can obtain the common session key M, (or My).

Password change phase

The password change phase provides that the smart card ver-
ifies the user’s biometric template B; and old password PW;
and updates the user’s new password PW;*" by performing
the following steps.

(1) C; inserts the smart card and inputs B; and PW,.
(2) The smart card computes B;/=BPW& h(PW;) and verifies
B,=?B;. If unsuccessful, the smart card rejects the request.
(3) If C;inputs a new password PW;".,
(4) The smart card computes fi=h(B;), r=h(PW}|B{IN)®
iy i =h(PW/"|BN)®f;, Pi=¢;®r; and e;=P;@r;.
(5) Finally, The smart card replaces e; with ;.

Proposed biometric authenticated key agreement
schemes for TMIS

This section develops two secure and efficient biometric
authenticated key agreement schemes by using extended
chaotic maps. One is a synchronization-based (or timestamp-
based, TB) authenticated key agreement scheme, while the
other is a nonce-based (NB) authenticated key agreement
scheme.

The proposed TB and NB authenticated key agreement
schemes also consists of three phases, including initialization
phase, registration phase, login and authentication phase, and
password change phase. The initialization, registration and

password change phases of the proposed schemes are similar
to those of the Lee and Hsu’s scheme, and thus are not de-
scribed here.

The proposed TB biometric authenticated key agreement
scheme

In the login and authentication phase, a legitimate user inserts
his/her smartcard into the card reader, inputs his/her B; and
PW,, and sends out a service request for authentication and key
agreement. If the server successfully verifies the request mes-
sages form the user, then computes the session key, and sends
out messages for authentication and key agreement. Next, if
the user successfully verifies the responses form the server,
then computes the session key. Thus, the user and the server
can negotiate a common session key and construct a secure
and authenticated channel in the early step. Figure 2 illustrates
the login and authentication phase of the proposed TB
scheme, which works as follows.

Step 1. Ci—>S[: mIZ{NID,»,Ml,a,tl}

(1) C;inserts his/her smart card into the card reader and
inputs his/her biometric template B; and password
PW,

(2) The smart card computes B;=BPW & h(PW;) and ver-
ifies B;=?B,. If unsuccessful, the smart card rejects
the request.

(3) The smart card generates a random integer R~ and
computes:

fi=h(B), r = h(PW,-

B;

N)®fi7 P; = e®r,

M1 = TRL.(s)modp, MQ = TR(’, (SPUB)modp,
NID;=ID;®h(M,||M>) and a=h(ID,||NID,||P}|
M,||M,||t), where ¢ is the current timestamp.
C; sends m;={NID;, M;,c,t;} to S;.

Step 2. S;—Ci: my={M3,53,t,}

(1) S; verifies #; by checking whether #'—¢; <At holds or
not, where ¢’ is the current timestamp and. If unsuc-
cessful, S; rejects this service request.

(2) S; computes M, = Tx,(M,)modp, ID;=NID;®
h(M,||M>) and checks the validity of ID;.

(3) S; computes P''=h(ID;||Xs) and a'=h(ID;||NID,||P;
M|

(4) Then S; verifies whether a’ equals to a. If a'#«q,
S; stops the session; Otherwise, S; accepts C;’s
login request, randomly chooses Rg and computes
M3=Tgs(s)modp,  M4=Tg,(M1)=T gcrs(s)modp
and [=h(ID,||P; ||M||M5||My||t;). Then, S; sends
my={Ms,5,t,} to C;.
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Fig. 2 Login and authentication
phase of the proposed TB scheme

User C;

Server S;

(1) Insert the smartcard and input PW;, B;
(2) Bj = BPW @ h(PW;)

Verify B; =?B;

1

(3) Generate R¢
Ji =h(B;)

1 =h(PW;||B; |IN)® f;

- ,
F=e®r

M =T (s)modp

My =Ty (SPUB)mod p

NID; = ID; ® h(M, || M)

a = h(ID; ||NID; ||F || M, ||M> |11)

(1) Check ¢ —t, <At

my = {NID;,M,a,t;}

>

(1) Check #'—# <At
() M5 =Ty (M)modp
ID} = NID; ® h(M, || M)
Check ID;]
() P"=h(D; || Xs)
o' = h(ID;} |[NID; ||| [My ||M3 |11)
(4) Verify o'=?a
Generate Ry
M3 =Tg (s)modp
My =Tr (My)=Tp g (s)modp

B =h(D; ||F||1M3 ||M5||My|1)
SK = M,

my ={M3, Bt}

<
<

()M} =T (M3)=Tg g, (s)modp
B =h(ID; ||F[|M;||M3||M}||t2)

() Verify /=22

SK =M

Step 3.

(1) Upon receiving my, C; verifies #, by checking whether
t'—t,<At holds or not. If unsuccessful, C; aborts this
request.

(2) Otherwise, C; computes M =T, (M3)=T g g, (s)
modp and 3'=h(ID}||P{|M||Ms||Mal|t2).

(3) IfC; successtully verifies 5'=/3, then C; successfully
authenticates S;; Otherwise, C; aborts this service
request. Therefore, C; and S; have the common ses-
sion key SK=M4=MQ.

The proposed NB biometric authenticated key agreement
scheme

In the login and authentication phase, a legitimate user inserts
his/her smartcard into the card reader, inputs his/her B; and
PW,, and sends out a service request for authentication and key
agreement. If the authentication server successfully verifies
the request messages form the legitimate user, then computes
and sends out messages for authentication and key agreement.
Next, if the user successfully verifies the responses form the
server, then computes and sends out messages for key agree-
ment. After that, the server can make sure message freshness
since nonce-based schemes cannot provide authentication and
message freshness by using one transmitted message. Finally,
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the user and the server negotiate a common session key and

construct a secure and authenticated channel by using this

session key. Figure 3 illustrates the login and authentication

phase of the proposed NB scheme, which works as follows.

Step 1. C;—S;: m={NID;, M}

(1) C; inserts his/her smart card into the card reader and
inputs his/her biometric template B; and password PW,.

(2) The smart card computes B;=BPW & h(PW;) and ver-
ifies B;=?B,. If unsuccessful, the smart card rejects
the request.

(3) The smart card generates a random integer R~ and
computes:

fi=h(B), r = h(PWi B

N) &f, P =edr,

M, = Tg.(s)modp, My = Tg.(SPUB)modp and
NID=ID,®h(M,|M>). C; sends m, = {NID, M, } to S..

Step 2. S;—Ci: my={M5,3}

(1) S; computes M, = Ty (M;)modp, ID;=NID;®
h(M,||M5) and verifies ID;.

(2) S: computes P''=h(ID;||Xs), randomly chooses Rg
and computes M3=Tr (s)modp, M,=Tg.(M1)=
Trers(s)modp and 3=h(ID;||P;|[M||M;||My). Then,
S; sends my={M5, 3} to C..
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Fig. 3 Login and authentication User C;

phase of the proposed NB scheme

Server S;

(1) Insert the smartcard and input PW,, B;

(2) B = BPW ® h(PW;)

Verify B; =?B;
(3) Generate R¢
Ji =h(B;)

1 =h(PW;[|B; |IN)® f;

- ,
F=¢®r

My =Tg, (s)mod p

M; =Ty, (SPUB)mod p

NID; = ID; @ h(M, ||M5)

my ={NID;, M}

(1) M3 =Ty (M;)modp
ID; = NID; ® h(M, ||M5)
Check ID]
) P"=h(ID} || X)
Generate Rg
M3 =Tg (s)modp
My =Tp (M) =Tg. gy (s)modp
B =h(UD; ||F|M3 ||M53|[My4)

my ={M3, S}

<
<

(1) M} =Tg. (M3)=Tg g, (s)modp
B’ =h(ID; ||F||My ||M5|My)

() Verify f'=28

a=h(ID; ||NID; || F || My [| M5 || M5 || M)

SK = M)

Step 3 C;—S;: m3={",13}

(1) Upon receiving m,, C; computes M =T (M3)=
Trers(s)modp and 3'=h(ID/{|P}||M||M5|My).

(2) If C; successfully verifies 5'=(, then C; computes
a=h(ID/||NID,||P}||M,||M,||M5||My) and sends
mz={a} to S;; Otherwise, C; aborts this request.

Step 4.

(1) Finally, upon receiving ms form C;, S; computes
a'=h(ID||NID/||P; ||M,||M>||M;||M,) and checks
whether a'=?a.

(2) If a’=a holds, S; successfully authenticates C; and
accepts this login request; Otherwise, S; rejects this
service request. Therefore, C; and S; obtain the com-
mon session key SK=M,=M,.

Security analyses

This section analyzes security properties of the proposed au-
thentication schemes, which are session key security and mu-
tual authentication, anonymity of users, perfect forward secre-
cy, known-key security, and withstand possible attacks,

m3 = {a}

»
>

(1) &' = h(ID; || NID; ||[F'||M, [|M3 || M3 ]| My)
(2) Verify &' =%a
SK =M,

including privileged insider attacks, replay attacks, off-line
password guessing attacks, stolen-verifier attacks and lost
smart card attacks.

Security analyses of the proposed TB scheme

(M

@

Providing mutual authentication: Mo=Tx,(M1)=Tx g,
(s)modp cannot be determined without knowledge of
Xsand R¢ since no polynomial algorithm has been found
to solve the Extended Chaotic Maps-Based DLP and
CDHP. Thus, only C; and S; can have ID; and «, where
a=h(ID/{|NID||P/{|M||M>]|t,), NID;=ID;&® h(M,||M>),
P=h(ID{|Xs), and S; can authenticate C; by verifying #,,
ID; and « in Step 2. Similarly, My=Tg.(M3)=Tg.r,(S)
modp cannot be determined without knowledge of Rg
and Rc because of the Extended Chaotic Map-Based
DLP and CDHP. Then, C; can authenticate S; by verify-
ing #, and (3 in Step 3, where B=h(ID}||P||M>||M5||My]|t>).
Therefore, the proposed TB scheme realizes mutual
authentication.

Providing session key security: Given Tg..(x), Tr,(x), T(-)
and x, the session key SK = Tg.(Tg,(x)) or SK = Tk,
(T'g.(x)) is computationally infeasible without knowledge
of Rc or Ry since no polynomial algorithm has been
found to solve the Extended Chaotic Maps-Based DHP.
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3

4

)

(6)

™

®)

Therefore, the session key security of the proposed TB
scheme is based on the Extended Chaotic Maps-Based
CDHP.

Providing users with anonymity: An attacker tries
to derive the user’s identity /D; from the commu-
nicating messages between user C; and server S;.
Since the identity ID; is encrypted by h(M;||M>),
where Mo=Tp.(SPUB)modp, M=Tg.(s)modp and
SPUB=Tx,(s)modp, the value of M, is required to
derive the identity /D;. However, the attacker fails to
obtain M, without knowledge of R because of the Ex-
tended Chaotic Map-Based CDHP. Therefore, the pro-
posed scheme provides users with anonymity.
Providing perfect forward secrecy: The temporary ran-
dom numbers R and Ry are randomly and independently
selected among executed authentication schemes. Thus,
a compromised password PW; does not compromise pre-
vious session keys SK(= Tg..r,(x)modp). Therefore,
the proposed scheme provides perfect forward secrecy.
Providing known-key security: The session keys SK
(= Tge-rs(x)modp) generated in different runs are inde-
pendent. The random numbers R and Rg are randomly
selected and independent among executed authentication
schemes. Then an adversary cannot derive another ses-
sion key by using a compromised session key. Thus, the
proposed scheme is secure against known-key attacks.
Resisting privileged insider attacks: In the registration
phase of the proposed scheme, the remote user C; sends
h(PW}|B{|IN) to the registration center R,. The privileged
insider fails to derive the password PW; without the
knowledge of B; and N. Therefore, the proposed scheme
resists the privileged insider attack.

Resisting replay attack: An adversary tries to replay the
previous communicating messages containing timestamps
t; and t,. The server S; will detect a failed login; and the
user C; will detect a failed response, respectively. Thus, the
proposed scheme provides the freshness of communicat-
ing messages and is secure against replay attacks.
Resisting off-line password guessing attacks: Assume
that an adversary can intercept the communicating

Table 2 Performance and security properties comparison

€

messages m;={NID; M,a,t;} and my={M;,[,t,}, and
get ¢; kept in the smart card. The adversary cannot verify
the correctness of the guessing password without the
knowledge of r;, B, f; and P; since the password
PW; is protected by r;, B;, f; and P,, where e,=P;®r;,
P=h(IDj||Xs) and r;=h(PW}|B;]|N)®f;. Additionally,
the adversary fails to derive P; from « and (3, where
a=h(IDANIDAP/{|M||M>l|t,) and 3=h(ID\P/{|M>||Ms|
M,||t;), owing to the one-way property of the hash
function. Thus, off-line password guessing attacks are
unsuccessful against the proposed scheme.

Resisting stolen-verifier attacks: In the proposed scheme,
the server does not maintain any security-sensitive infor-
mation in its database. An adversary cannot steal any
verification table from the server to masquerade as a
legitimate user. Hence, the proposed scheme resists
stolen-verifier attacks.

(10) Resisting lost smart card attacks: An adversary has abil-

ity to extract the information (ID,, h(+),e;,s,SPUB,p, N,
BPW) from the smart card by using the side channel
attack [15, 34, 35], where e,=P;®r;, P,=h(ID;||Xs) and
ri=h(PW)|B{|N)®f;, and tries to derive the password
PW; from the information. Since the password PW; is
protected by 7, B;, f; and P;, the adversary cannot pass
the biometric verification without the user’s biometric
template B;. Then the adversary fails to obtain 7;, f;, P;
and PW,, and thus the proposed scheme is secure
against the smart card loss attacks.

Security analyses of the proposed NB scheme

The arguments of exhibiting session key security, anonymity
of users, perfect forward secrecy, known-key security and
withstanding privileged insider attacks, off-line password
guessing attacks, stolen-verifier attacks and lost smart card
attacks, in the proposed NB scheme are similar to those
made for the proposed TB scheme, and thus are not de-
tailed here. The following descriptions analyze that the

[37] [38] [15] [16] [17] [18] [19] Our TB Our NB
Compu-tations Client 6Ty H2T¢ 5Tyt3Tc 107537 TTytTs 6Ty Tgt4Tc  2Ty+8Tc Ty +3Tc 9Ty +3Tc
Server 6Ty H2Tc 5Tyt3Tc TTy+3Tc STytTs 5Ty 3T¢ 4Tc 6Ty+3Tc 6Ty +3Tc
Total 12T;+4Tc 10Ty 46T 17Tyt6Tc 12Ty 275 11Ty TptTTce  2Ty+12Tc  15Ty+6Tc  15Ty+6T¢
Type B TB TB NB NB B TB TB NB
Transmissions 2 2 3 3 3 2 2 2 3
User anonymity No Yes Yes No No No Yes Yes Yes
Resisting possible attacks No No Yes No Yes No Yes Yes Yes
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proposed NB scheme exhibits mutual authentication and
resists replay attacks.

(1) Providing mutual authentication: M=Tg.(M3)=Tr.g;
(s)modp cannot be determined without knowledge of
Rg and R because of the Extended Chaotic Maps-
Based DLP and CDHP. Then, C; can authenticate S; by
verifying 3 in step 3, where 5=h(ID,||P;||M-||M3||M).
Similarly, Mo=Tx (M1)=T xr.(s)modp cannot be de-
termined without knowledge of X5 and R because of the
Extended Chaotic Maps-Based DLP and DHP. Then, S;
can authenticate C; by verifying ID; and « in step 4,
where a=h(ID/||NID,||P;||M,||M,||M3||My). Therefore,
the proposed NB scheme realizes mutual authentication.

(2) Resisting replay attacks: The proposed scheme provides
the freshness of communicating messages by adopting
the challenge/response interactive technique [29, 32, 36].
The user C; guarantees the freshness of communicating
messages by verifying [ conatining the nonce R
selected by C; in M,. Similarly, the server S; guarantees
the freshness of communicating messages by verifying «
conatining the nonce Ry selected by S; in M3. Therefore,
the proposed scheme is secure against replay attacks.

Performance analyses

Table 2 lists the performance and security properties compar-
isons of the related schemes, including the Lee et al.’s scheme
[37], the He et al.’s scheme [38] and the Lee-Hsu’s scheme
[15], the Tan’s scheme [16], the Yan et al.’s scheme [17], the
Awasthi-Srivastava’s scheme [18], the Das-Goawami’s
scheme [19] and the proposed TB and NB schemes, where
T denotes the time of executing a chebyshev chaotic map (or
a chaotic hash) operation, 75 denotes the time of executing a
symmetric encryption/decryption operation; 7 denotes the
time of executing a biometrics verification and 7y denotes
the time of executing a hash operation, respectively.

The first comparison item is used computational cost. The
Tan’s scheme [16] employs symmetric encryption/decryption
operations and 7y < T¢ < Tg [39, 40], and thus the Tan’s
scheme requires more computational cost than related
schemes. The proposed schemes employ fewer Chebyshev
polynomial operations than related schemes. Therefore, the
proposed schemes are more efficient than related schemes.

The next two comparison items are the type, which pro-
posed schemes and related schemes belong to, and the re-
quired transmissions. The schemes in [15, 18, 19, 37, 38]
and the proposed TB scheme are synchronization-based
(TB) authentication schemes. The schemes in [16, 17] and
the proposed NB scheme are nonce-based (NB) authentication

schemes. Except for the Lee-Hsu’ TB scheme [15], these TB
authentication schemes require fewer transmissions than NB
authentication schemes.

The subsequent comparison items are providing user ano-
nymity and resisting possible attacks. Only the Lee-Hsu’s
scheme [15], the Das-Goawami’s scheme [19] and the pro-
posed schemes provide user anonymity and resist possible
attacks. However, the proposed TB scheme is more efficient
than the Lee-Hsu’s scheme [15] and the Das-Goawami’s
scheme [19] in transmission and in computation. The pro-
posed NB scheme is more efficient than the Lee-Hsu’s scheme
[15] and the Das-Goawami’s scheme [19] in computation.

Although the proposed NB scheme requires more mes-
sages in transmission than the Das-Goawami’s scheme [19]
and the proposed TB scheme, the proposed NB scheme does
not require constructing complicated synchronized clocks in a
network environment [29-32].

Conclusions

This investigation reviews the advantages of biometric au-
thentication for TMIS and the concepts of extended chaotic
maps. In order to be more suitable for practical environment,
we also develop two efficient and secure biometric-based au-
thenticated key agreement schemes based on extended chaotic
maps for TMIS. One scheme is synchronization-based, while
the other is nonce-based. Compared with comparable ap-
proaches, the proposed synchronization-based and nonce-
based schemes not only resist possible attacks, but also have
lower computational cost and fewer communicating mes-
sages. Therefore, the proposed schemes are superior to com-
parable approaches.
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